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Proper programming of the PBX/key system is especially important to protect against 
fraud as noted in 2-4 below.   

 
2. Disable or restrict the Direct Inward System Access (DISA) feature.  DISA is the 

major method used by hackers to dial into a system to obtain long distance access. 
 
3. Disable or restrict the international outbound calling capability. 

 
4. Disable or restrict the ability to accept inbound collect calls. 

 
• SBC/Pacific Bell has taken many steps to protect their CALNET voice mail systems 

from fraud, and will continue to monitor and upgrade as needed to prevent fraud.   
 
BENEFITS: 
 

• Will help minimize the opportunity to charge fraudulent calls to state and local 
government through preventive measures.  

 
• Reporting potential fraud quickly will enable more effective fraud investigation and 

prevention, and help result in cost savings to state and local government. 
 
BACKGROUND 
 
A number of cases of voice mail fraud have recently been reported by users of CALNET.  Voice 
mail systems have been hacked in various areas of the State, and fraudulent calls are being 
billed.  Like the lock on your front door, voice mailboxes can be opened if someone has the key 
or password.    
 
Hackers have developed sophisticated methods for identifying, opening and co-opting voice 
mailboxes to obtain long distance services without charge, and it can be very difficult to trace 
this use back to the originators.  In the meantime, legitimate voice mailbox users are saddled 
with the costs incurred, which can quickly run into thousands of dollars.  Prevention is the key. 
 
To view other ATR bulletins, refer to the DGS Telecommunications Division website at 
http://www.td.dgs.ca.gov (click on Network Publications on the right side of the page, then scroll 
down to the ATR bulletins.) 
 
If you have questions regarding this bulletin, please call the Resource Communication Center at 
(916) 657-9903, and request to speak to a Customer Account Manager. 
 

 
BARRY R. HEMPHILL 
Deputy Director for Telecommunications Division 
 
BRH:SB:eas:pc 

http://www.td.dgs.ca.gov/

	TELECOMMUNICATIONS DIVISION

